Introduction
'Security' and 'privacy' have multiple meanings across contexts. What becomes defined as a privacy or security 'problem' (and what is excluded from this) is a political process, conducted at least in part through policy texts and documents.
1 By assessing a relevant set of policy documents referring to the security and privacy policies of the European Union (EU), selected Member States and the USA, it is possible to understand the manner in which concepts of security, privacy or data protection, and surveillance are framed in a European policy context, and the differences between countries. Although this investigation and conclusions drawn from it are limited by the nature of the sample and the purely documentary basis of the research, the 'horizontal' analysis across documents and places nonetheless gives important insights into the way these topics and themes are viewed within the policy-making process in these countries or jurisdictions. This study may thus pave the way for further research in greater depth and breadth, using additional research tools to gain greater understanding of policy making in these important inter-related fields. This analysis does not look 'behind the text' to the motives and intentions of the texts' authors, but can be seen as specific examples of deliberate attempts to engage in a political process of claim-making, 2 framing issues of privacy and security in particular ways. Policy documents are part of the way that government, broadly conceived and including intergovernmental actors, reflects upon, co-ordinates and seeks justification and legitimation for its activity. 3 The presentation of reasons for action is a critical part of how social actors construct the world. 4 This analysis provides an examination of the ways in which problems of security and privacy are constituted, and of the policy responses that are put forward. The study hopes to make a contribution to literatures on security and privacy and on the international context for policy making in these domains.
The article first provides a description of the text selection method used in the study. It then addresses security, privacy, data protection, and surveillance in the policy documents in turn, followed by their international dimension, before concluding with the insights that this analysis provides. The analysis finds that the meaning of the main concepts in focus in this research varies across contexts. Security varies as a concept across different countries and across actors within different countries, and is expanding to include issues such as information security, cyber security, and critical infrastructure protection. Privacy is also understood as being under threat from a variety of different sources that appear to diverge across contexts. While some countries may construct the private sector as the primary privacy invader, others focus on the policies and actions of public authorities. Furthermore, there is some evidence that different technologies emerge as privacy threats in different countries. Finally, while many countries use the 'balance' metaphor to explain the inter-relationship between privacy and security, EU policy documents frequently construct privacy and security as complementary rights that must be 'respected' , thus exerting some pressure on Member State governments to adopt similar principles. Beyond the empirical descriptions of clusters of shared and contested meanings across countries, the analysis shows that policy discourses of security and privacy are not homogeneous across Europe, lending support to the idea that approaches are contingent and contextual. However, there are strong areas of consensus for both security and privacy problems, with security perhaps the more established and entrenched problem. There are current attempts actively to integrate and link the two sets of problems, as in the current EU representation of security and rights as complementary. The analysis also shows the development of EU governmentality around security and privacy, and indicates that the current influence of European-level governance on security and privacy practices is significant. 5 
Methods
To tease out how policy-makers regard privacy and security, we first identified more than 900 policy documents that addressed privacy and/or security; these have been published by selected EU Member States, third countries, international organizations, and EU institutions, including legislative bodies, executive bodies, departments of defence, immigration agencies, data protection authorities, and other relevant institutions as appropriate for each country, from 2000 onwards. The documents are publicly available and free to access. Document titles were relied upon to determine material that focused upon privacy or security and that was worth exploring further. From this list, several researchers independently selected those documents that seemed most relevant for this research. Selections were then compared, and an agreed 'short list' of 54 were chosen for more in-depth analysis. Documents that discussed both privacy and security, and to a lesser extent surveillance and data protection, were given priority, as well as major policy documents (e.g. the Stockholm programme), key policy changes after September 2001 and national defence strategies in Europe, Member States and the USA.
As mentioned, the analysis is based upon this sample of selected documents only, and although it may draw some limited generalizations from patterns and trends in these documents, other perspectives might be present in documents not included, and indeed on research materials that might be gathered through other means. Therefore, assertions made here cannot be taken as definite conclusions about the policies or policy-making processes of particular countries or regions as a whole. Moreover, the documents are constrained by the limitations of politics itself and may not reflect the priorities and concerns of individual policy-makers, committees, or government agencies or departments. Instead, the documents must be understood as contextualised within particular political, national, and regional constraints.
France, Germany, Italy, the Netherlands, Romania, the United Kingdom, the USA, and the EU were selected to provide a geographical and political mix of perspectives. For example, the UK has often been described as prioritizing security over privacy, particularly in relation to the introduction of surveillance technologies and a close relationship with the USA. 6 In contrast, recent debates around the introduction of the Data Retention Directive in Germany suggest that the German government focuses heavily on the data protection and privacy considerations of proposed security policies.
7 Romania, as a former totalitarian state, provides another unique 
Security
Understanding the framing of security (and insecurity) within security policy documents is important as these documents contribute towards processes of making different phenomena intelligible as insecurities, and therefore as appropriate objects of security policy. 8 These documents therefore give us a better understanding of the extent of the concept of security and the issues that are brought under its aegis. Particularly important documents in this process are the several national security strategies that have been included. Concepts of security are heterogeneous across the governments of different countries, and across different policy actors within countries, with multiple, divergent framings of security. However, many of these concepts are more expansive than national security, and there is an indication that the scope of security has expanded across all countries in the analysis as more areas of social life are represented as contributing towards security. 9 All concepts include national security, but some countries, such as Romania, make specific mention of fundamental rights and 'democratic security' as component parts of security. Security is seen as necessary for the protection and defence of democracy, fundamental rights and freedoms of citizens, and to assert national identity. The Romanian security strategy defines 'national security' as 'a state of normality to which the citizens, the communities and the state aspire'. 10 It represents security as including economic prosperity and development, full observance of domestic and international law, and socio-political 'balance and stability'. It sees a democratic framework and the exercise of civic rights and freedoms as necessary for achieving national security; this can be understood as aligning with concepts of human security. 11 The French strategy depicts a new approach of considering defence, foreign, and economic policy as part of a whole, whilst still considering their distinctive characteristics. 12 The Italian and French security documents also suggest that concepts of homeland defence are insufficient for security, and that there is a blurring of the division between internal and external security. 13 Several texts also represent the public, European, and national citizens as a collective agent 'calling for security' or having 'security questions' to be addressed by various actors.
Characterizations of the international security environment are more homogeneous across countries, and there are large areas of overlap. This supports the findings of the FORESEC project that observed an increasing overlap of threat assessments in different EU member states. 14 The security documents present a consistent picture of a new security environment, often positioned as the motivating factor behind the development of a new security strategy, or prompting reflection upon existing security practices. The 2002 Italian armed forces review identifies a changed international security environment since the end of the Cold War, with the rise of ethnic and nationalist tensions, 9/11 signalling a rise in international terrorism, and a greater public sympathy for overseas military interventions. Threats to security are seen as complex and transnational, and irreducible to static homeland defence. 15 In highlighting the continuity between internal and external security, the French white paper on defence and national security sees the traditional distinction as no longer relevant in the new strategic environment. The document suggests the need to define overarching security strategies and to integrate all dimensions of security. It emphasises the possibility of sudden strategic upsets (uncertainty, sudden breaks, new weapons, technological developments in biotech, nanotech, and space), and of changes affecting the nature of military operations, for example, increasing urban settings for conflict. 16 Against the background of the National Security Strategy 17 and the Strategic Defence Review, 18 the 2012 report from the UK Ministry of Defence identifies the UK's security context as a dangerous and uncertain world, with continued threats from Al Qaeda and groups in Northern Ireland, and with constrained government budgets. 19 Many texts represent the international security environment as more complex, fast-paced, and uncertain. This environment is portrayed as featuring greater involvement by non-state actors and blurred lines between internal and external security. It is argued to be vulnerable to rapid strategic upset, affected by technological developments, and requiring international cooperation to respond to these new dangers. It is represented as a combination of positive trends with the potential for significant strategic upset.
There is a relatively stable core of what are considered security threats, although with some variations in priority and interests specific to individual states. The European countries see the likelihood of outright, involuntary war as low. International terrorism and related 'asymmetric threats' sit high on explicit security agendas as well as in what can be interpreted from other texts. Information threats, including espionage, major cyber attacks, technological risks, and strategies of influence are also given a high profile. A third source of shared threat for the European countries are areas of instability outside Europe or on the European periphery. 9/11 is the most significant terrorist event in the United States, but is mentioned in subsequent security documents across all countries. The apparent frequency and prominence of these mentions reduces over time, and they become part of a cluster of other security events (e.g. Madrid train bombings in 2004, London 7/7 2005, etc.). The Madrid and London bombings have greater significance in EU security texts than in US texts. In regard to counter-terrorism, there is no mention in these documents of the lead role played by the 'Group of Six' (UK, France, Germany, Spain, Italy, and Portugal).
20 Security documents diverge regarding particular national security priorities beyond international stability and security, and responding to the new security environment, to the concrete security ambitions of particular countries. An example of these specific, context-dependent concerns is Romania's ambition to bridge the divide it perceives between itself and the rest of the EU. France identifies a shift in power towards Asia, whilst the UK government identifies a continued terrorist risk in Northern Ireland. 21 Fundamentally, several countries represent the security context as less predictable and more uncertain than previous contexts.
Several security documents emphasize the importance of knowledge and pre-emption in security practice, relating this to the complexity of the contemporary security context. 22 The Romanian security strategy states: 'In such a tense and complex environment, the security of each individual country, as well as that of the international community as a whole, depends on the ability to anticipate and to undertake predictive action, rather than reacting to events or adjusting to them.' 23 Similarly, the French Defence and Security white paper argues that France's ambition is 'to not submit to this uncertainty, and to harness the knowledge and information revolutions to be able to anticipate, respond to and influence international developments' 24 and that anticipation is a key strategic principle. In relation to surveillance, the paper advocates improved technological development, and additional programmes in relation to intelligence and preparation for the future, including 'knowledge based security, observation, early warning, development of surveillance and armed drones as well as both offensive and defensive cyber war capabilities'. The response to the complex global security situation is to ensure that France harnesses the 'information revolution' to manage increased uncertainty. 25 This identification of the necessity of pre-emption and better security provides ready rhetorical support for surveillance practices in the domain of national and international security.
The texts generally value information exchange between security agencies as an important contributor to security, but there are noticeable differences between countries. The USA's 9/11 Commission report sees an absence of information sharing as contributory to 9/11 and argues for a paradigm shift to the sharing of security information from the previously dominant paradigm of the protection of information. 26 towards the insecurity of the USA in this context include restrictions in communications between security agencies (and with actors such as airlines and airports) and the difficulty of sharing information. The narrative that a lack of shared intelligence or information contributed to 9/11 appears to have taken hold fairly rapidly and to have been pervasive. It can also be seen in documents from the Netherlands. 27 In contrast, German and Romanian documents contain concerns about information sharing between police and intelligence agencies based upon historical experience, and constitutional frameworks. 28 German documents highlight the constitutional separation between police and intelligence functions, linked to the concept of proportionality in some state constitutions. 29 They do not want police acting upon 'soft' intelligence or a blurring of the roles, despite several measures to increase cooperation. These documents do not deny the potential of information sharing to contribute to security and counter-terrorism, but are sceptical of the extent of its effectiveness and attempt to refocus attention upon the motives behind such limitations.
Information security
The concept of national security is expanding in security policy documents across many countries to include information security, often under the rhetoric of cyber security, critical information infrastructure or cybercrime. In a German document on the Internet and digital society, data security is discussed more frequently than data protection across many topic areas. 30 Italian Guidance on CCTV requires that data controllers provide adequate information security, including measures that minimize destruction, loss, and unauthorized access. 31 This raises the profile of information security to a national level security issue. Many practices of information security are similar to practices of data protection, and good data protection measures contribute towards good information security. Reflecting upon this increasing inclusion of data protection-type activities within security politics, the overlap between information security practices and privacy and data protection practices may allow for the reduction of a perception of a fundamental conflict between security and privacy. On the other hand, the frequently made but erroneous equation of data security with data protection in the fuller sense does a disservice to the latter.
In 2002, the European Parliament underlined the increasing social and economic importance of electronic communications networks, but argued that this requires an adequate legal and policy framework at the EU level to guarantee the protection of network and information security, primarily in order to allow the smooth operation of the internal market. 32 The level of information security, including critical infrastructure and coordination of Computer Emergency Response Teams (CERTs), was seen as inadequate at that time; the context was said to require a specifically European approach, based around the formulation of common definitions and standards, and a European strategy. The Stockholm Programme sees network and information security as compatible with protecting citizen's rights, and talks about establishing a European legal framework for cyberspace. 33 The European Network and Information Security Agency (ENISA) continues this theme, arguing for a cohesive pan-European approach to cyber security. Cyber threats include cybercrime and cyber espionage, and increased dependency upon ICT makes critical infrastructure protection an issue of economic competitiveness and prosperity as well as security. 34 The ENISA report identifies areas where current EU approaches to cyber security could be extended. 35 However, in several documents related to data protection, information security is reduced to technical measures.
Privacy, surveillance, and data protection
In a manner similar to the framing of security, these documents provide ways of framing the problematic of privacy, data protection, and surveillance and the appropriate policy and legal responses to these issues. 36 The texts show how these issues are represented as problems. The combination of privacy and security documents in this analysis also permits reflection upon the way the relationship between the related concepts and practices is presented in public texts.
The current EU position on the conflict between privacy and security appears to be that security and fundamental rights (including privacy) are complementary, not in contradiction. Fundamental rights and freedoms are to be 'respected' more than 'balanced'. 37 The language of the 'balancing' of privacy and security is, however, still used at national levels, and can be found in texts from Romania, the Netherlands, Germany, and the UK. The House of Commons Home Affairs Committee asked contributors to comment on the processes they use to conduct 'balancing' between privacy and security. 38 Many scholars have taken issue with the notion of balancing privacy and security, as in a zero-sum game, where the reduction in one is at the expense of the other.
39
There is broad agreement across these texts on the broad principles involved in privacy, data protection and surveillance, including proportionality, accountability, transparency, trust, consent, and the rights of the data subject. Texts from each EU country include those that are actively advocating greater privacy protection or identifying activities that can infringe upon privacy. Support for fundamental rights and freedoms are explicit in many EU texts. Data protection, privacy and security are all represented as fundamental rights, and the European Parliament asserts that citizens should not have to choose between being free and being safe. 40 Several texts also advocate strict harmonization and equivalence of fundamental rights, including rights to privacy and data protection across the EU, and urge that EU institutions should themselves be compliant with fundamental rights and freedoms. 41 There are variations across the analysed documents in the representation and use of the concept of surveillance. The term appears to be less frequently mentioned than data protection or privacy across all of these texts apart from those from the UK. 42 The most limited use of surveillance is in the documents from the Netherlands, where surveillance is not a core topic in any document. The French and Italian documents directly refer to surveillance only in terms of video surveillance. In this context, the term is used as a description of a particular visual technology. Documents from the respective data protection agencies reiterate that video surveillance is covered by general data protection legislation. 43 German documents also do not make significant use of the concept of surveillance, but identify Internet surveillance and video surveillance as issues within the broader law and politics of data protection. Romanian documents associate 'surveillance' closely with intelligence activities, and discuss it in the context of counter-terrorism and the adoption of intelligence service practices by the police, with increased potential for unwarranted surveillance arising from proposed intelligence reforms. 44 In the US texts, 'surveillance' is externally directed, with the term being mainly used in relation to foreign intelligence gathering 45 In contrast to the other countries analysed, many of the UK documents are explicitly and directly examining surveillance, including its social consequences and constitutional implications. Several of these documents were produced in response to concerns that the UK was becoming a 'surveillance society' 47 due to increased surveillance infrastructure introduced in pursuit of safety and security since 9/11, with consequences for public trust and the relationship between citizen and state. Given that several of the selected sources focused upon surveillance, the way surveillance is represented in UK documents is accordingly richer. These texts depict surveillance as increasing, both in terms of the surveillance capacity exercised by government and other actors, and the amount of public concern this creates.
48 UK documents also express the need to examine whether current regulation is sufficient to respond to these increases.
In the EU documents, there are several direct mentions of surveillance, but as part of a range of associated privacy and data protection issues. Increased surveillance is one factor (alongside globalization, new technologies, and law enforcement practices) that prompts reconsideration of EU data protection regulation. EU documents state that surveillance measures should be consistent with (or respect) human rights, freedoms, and data protection law. Real-time surveillance is identified as a specific type of intrusive measure, alongside biometrics, telephone tapping, telecommunications data retention, and data-sharing. This use of 'surveillance' is much narrower than that used in the UK documents, essentially referring to a practice rather than to a category. Further, there is little mention in any documents of EU-led surveillance activities and capacities, such as Passenger Name Records, Europol intelligence files, the Schengen information systems, EURODAC, or directives on money laundering. 49 There are somewhat fewer representations of public calls for privacy present across these documents than there are representations of public calls for security. There are also representations of pressures from the public for more surveillance. 50 The UK Home Affairs Select Committee identifies these as arising from raised expectations on security and policing actors due to technological developments. If security practices are legitimized by articulating a public demand for security, then an absence of such readily articulated public calls for privacy or for data protection may reduce the weight of privacy in any 'balance' against security.
Privacy threats
Different countries have different sets of privacy 'threats'-those risks to privacy that are considered to be the most threatening in a particular context. In the UK, this appeared to be attributed to 'the state' most broadly, and the Home Office and law enforcement agencies in particular. In Germany, this appeared to be the police, intelligence agencies, and the risks of sharing data with the United States. In Italy, the biggest apparent threat to privacy in the analysed documents comes from the private sector. There is a wide and diverse range of privacy problems identified through the documents. These are often common across countries, but particular issues appear to have more salience in some countries than in others. Examples of this include body scanners in Germany 51 and informationsharing between banks in Italy. 52 Several documents are explicitly 'triggered' in response to particular privacy breakdowns or failures that are often taken as emblematic of broader problems either requiring some kind of intervention in response or further evaluation to determine the nature of potential responses.
Technological determinism runs through these texts. Developments in technology are considered to bring about both increased insecurity, but also risks to privacy and data protection. When threats to data protection or privacy arise, they are often portrayed as coming from information technology (such as 'databases') or from information sharing practices, more than from 'surveillance' as a phenomenon. Some documents engage with particular new technological developments, as in the parliamentary debate on body scanners in Germany, or the Article 29 Data Protection Working Party's response to increasing use of facial recognition technology. 53 There is little discussion about the commercial or security origins of technologies, with technological development being presented as a naturalistic fait accompli. However, technology use is almost universally positively valued throughout these texts: there are no expressions of 'luddism' . In general, the representation of information systems and technology was as functional unless attacked by a hostile actor, and there is only one discussion about data leaking.
54

Privacy protecting measures and policy responses
The analysed documents offer different solutions and responses to particular problems of privacy, data protection, and surveillance. Responses across the texts included the individual control of data; the right to be forgotten; media literacy; transparency; monitoring and evaluation of security practices; privacy and surveillance impact assessments; guidance; and data protection reform (as discussed in the previous section). Particular themes, including informational self-determination and the 'right to be forgotten' , were unique to particular countries (in this case, Germany and France). Some French and EU texts suggest that increased individual responsibility for, and control over, personal data would be an appropriate response to current data protection, privacy, and surveillance issues. Such increased control is to be achieved through education and awareness campaigns, greater transparency of data processing, and enforced legal rights. The Council of Europe recommends that everyone must be able to control the use by others of their personal data. This requires consent for data collection and processing to be given in advance, and the ability to withdraw consent. 55 Commenting on the proposals for reform of Directive 95/46, the Article 29 Working Party highlights the need for a stronger position for the data subject in the data protection framework, based upon consent, notification of data breaches, and greater transparency. 56 The Council appears also to be moving in this direction, advocating strengthening rights, clarifying the concept of consent, introducing strong rights to object to profiling, greater transparency, rights to data portability, procedures for exercising rights, and the deletion of unnecessary data. 57 The strongest form of the idea of individual control over data is found in the German texts. These texts are the only ones that explicitly mention rights to informational self-determination. Arising from opposition to the 1983 census, informational self-determination is the legal anchor for data protection in the German constitution. 58 Distinguished from privacy (as the right to be left alone), the data subject is to maintain control of his or her own personal data as part of a general right of personality. Self-determination protects information from one context proliferating into another, and German documents see this as necessary for the development of the individual and as a precondition of free and democratic communities. UK parliamentary documents are actively sceptical of increasing individual control over their personal data as an effective response to privacy and surveillance issues, as it potentially places too great an obligation upon individuals. There is little mention of the 'right to be forgotten' in documents other than in those from France 59 and from the European Commission. 60 The Commission sees the right, understood as the deletion of unnecessary data, as one measure that contributes towards greater individual control of personal data.
Few documents are highly supportive or reliant upon technological responses to privacy problems. There were occasional mentions of privacy enhancing technologies (PETs) and privacy by design (PbD), but across all countries, these are presented as solutions much less frequently than legal, regulatory, and compliance responses. The EDPS sees PbD as a guiding principle for technology and process design.
61 Several of these texts should themselves be understood as a form of response to problems raised by privacy and data protection. EU documents, specifically from the Parliament and Council, suggest various ways in which security and surveillance practices might be themselves subject to monitoring as a way of ensuring that they do not negatively impact upon privacy and data rights. The European Parliament encouraged an independent benchmarking tool for crime prevention, whilst the Council identifies evaluation and impact assessments for responsible organizations. Privacy impact assessment (PIA) is directly mentioned in UK and EU texts, where they are represented as having considerable merit, as part of self-regulation for individuals and organizations. PIA, and the expanded surveillance impact assessment, is shown as a step beyond legal compliance and a way of determining if surveillance activity conforms with ethical principles. PIA should be built into information processes as a form of risk assessment, and the identification of ways that privacy protection can be included whilst contributing towards socially valuable objectives should be part of the PIA process. 63 The Commission also suggests that greater obligations should be placed upon responsible organizations with regard to good data management and security practices, greater accountability, the burden of proof for legality, data protection impact assessments, and the introduction of security breach notification. 64 
International and national interactions
These documents also feature representations of the interactions between countries, and between countries and international organizations. For the EU Member States, the EU is a significant actor in privacy and data protection. Several texts provide representations of these relationships and what can be understood as strategic policy transfer. 65 The EU exerts pressure upon both sides of the privacy/security 'balance' experienced in national European contexts. This may be due to contradictory policy, an artefact of the scale of the EU or pressures in particular directions arising from the EU policy-making process. Pressures for both privacy and security are mediated at a national level by (at least) two processes: the representation of the role of the EU in the local context and the implementation of EU rulings or measures at the local level.
On the side of privacy, the EU exerts pressure through its normative commitment to fundamental rights and post-communist transition, and through data protection regulations. Dutch documents suggest that the EU could contribute to promoting trust in national government. The EU expresses a strong desire for harmonization and coherence across both security and privacy/data protection policy areas. In 2004, the European Parliament recommended the adoption of joint data protection standards, and the formation of a joint data protection authority, as part of a systematic evaluation of fundamental rights policies in relation to the Area of Freedom, Security and Justice. 66 In 2011, it reiterated the necessity for 'a comprehensive, coherent, modern, high-level framework able to protect effectively individuals' fundamental rights, in particular privacy, with regard to any processing of personal data of individuals within and beyond the EU in all circumstances'. 67 This concept of internationally uniform standards is also present in the Council of Ministers' Declaration on human rights and the rule of law in the information society. 68 It also suggests that the EU should be a driver of international data protection standards and that these should be included in bilateral and multilateral agreements. Proposals for reform also contain an international dimension in which data protection rights are asserted against third-country entities delivering services in the EU or against monitoring the behaviour of Europeans. 69 This necessity of coherence and harmonization is less frequently articulated in texts at the national level, which tend to elevate local contexts and local variations upon privacy and security issues above European harmonization. Harmonization is rarely present as an actual policy goal, and the assumption that harmonized privacy and data protection law across the EU will be economically beneficial is absent (but not contested) elsewhere.
Across most of the documents, the representation of the EU is nuanced. It is both a (necessary) source of security and a support for privacy and data protection rights, but also brings with it membership costs, and its measures can have impacts upon both security and the exercise of rights. Romanian references to the EU include the necessity of transposing the Data Retention Directive despite it being found unconstitutional. They also hold that joining the EU has impacts upon security and privacy, but argue that membership is necessary for security activity (including international action) and that Romanian national security must be aligned with that of the EU and with NATO, even though these may not align with each other. Italian texts also present the EU, alongside NATO, as a reference point for international security. The Italian White Paper states that Italian military transformations must be aligned with the EU for collective defence. 70 An early Dutch document includes calls from the national level for adjustments to EU privacy policies to increase security. 71 It envisages the EU as contributing towards public trust by its emphasis on the importance of basic rights, and through collaboration and the provision of information. This document actively reflects upon the process of the representation of the EU and is concerned that EU measures may be misrepresented by other political actors. 72 The French documents broadly positively represent the EU in relation to legal alignment. The general security regulatory framework portrays EU standards on electronic communication as something with which to be harmonized, 73 whilst the Senate proposals for a law to protect privacy in the digital age mirror and potentially pre-empt the implementation of Directive 2009/136/ EC. 74 German texts comment upon the unconstitutional nature of the Data Retention Directive, 75 but also imply that the EU has significantly better data protection law than the USA. As might be expected, the US documents in this analysis make no mention of the EU in regard to privacy. Despite being an EU Member State, the UK texts also make no direct link between security, privacy, data protection, surveillance, and EU membership. 76 There are mentions of global influences, but not of the regional context, or of any particular measures or reforms at the EU level, either contributing towards or acting as a barrier to increasing surveillance. In general, external influences upon policy process are downplayed. The non-US documents do not describe any post-9/11 security or surveillance measures as being driven by US expectations regarding speedy security cooperation, 77 but rather frame these measures as a required response to the revealed security problematic of terrorism or global instability. Recent concerns about industry lobbying around data protection reforms are not reflected in these documents. 78 Countries can also interpret EU directives as they pass into national law, and the documents provide some reflections upon the representation of this process in relation to privacy, security, and surveillance.
There are several ways the implementation processes might be represented. A text might downplay the agency of the nation state in comparison to the EU, which might be a sign of either 'policy-laundering' or a genuine feeling of disempowerment; it might present an account of implementation as business as usual, or highlight the agency of the nation state. The processes might be represented as consensual or antagonistic, and the particular choices of implementation might be highlighted or covered over. In relation to the Data Retention Directive, Romanian texts identify elements that can be varied in national implementations, including the time of retention (between six and 24 months), the organizations that can request retained data, and the penalties for non-compliance. More politically powerful, confident, or influential states appear more ready to question EU regulations, and to expect these questions to be taken seriously. This is not to say that other countries do not challenge privacy or security policies emerging from the EU, as the Romanian Constitutional Court challenged the Data Retention Directive. The difference in the texts is somewhat rhetorical. This challenge can be seen in resistance to measures perceived as increasing surveillance, as in German opposition to the Data Retention Directive, but also in national-level opposition to data protection measures originating at the European level. Germany and Romania have currently not implemented this directive, whilst the Netherlands and Italy were previously infringing, but proceedings have since been closed. The UK and France have had no infringement proceedings against them in relation to this directive.
Conclusion
This analysis of policy documents from the seven countries and the EU presents a perspective upon the constitution of the interrelated problems of security and privacy within policy discourse. Both security and privacy can be seen as mature and developed policy issues that have attracted substantial policy attention from a wide range of policy actors. There is diversity in the way that security and privacy are understood and represented, but there is also a strong shared set of norms and assumptions about the nature of political problems in these policy areas that require some form of governmental intervention. Arguably, security has the greater cross-context coherence and there is greater variation in the proposed responses to problems of privacy, data protection, and surveillance.
However, the limited nature of the evidence and the methods used to collect it means that conclusions must be drawn with caution. Nevertheless, there is value in taking the present study as a scoping exercise for a subsequent, fuller analysis that can probe beyond, and further into, documentary sources. The preceding analysis suggests a number of findings for further examination. Among these are the following:
